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VIPRE Core Defense
Security Solution

The cybersecurity foundation required to defend your
organization from evolving threats

IN 2020, NEARLY 45% OF ALL DATA
BREACHES WERE CAUSED BY HU-
MAN ERRORM,
increase on the year priori2l. That's

more than a 10%

because cyber attacks have evolved
from mass distributions of malware
to a combination of more sophisti-
cated techniques. Social engineering,
phishing, and business email compro-
mise cause the majority of breaches,
with employees being the primary tar-
gets. And zero-day threats can evade

CORE DEFENSE SERVICES:

Security Awareness Training
Education to enhance your employ-
ees' security posture when faced with
evolving cyberthreats such as phish-
ing or business e-mail compromise

Business VPN

Cloud-hosted business-class VPN and
ZTNA solution to ensure your organi-
zation's remote workforce stays se-
cure whether working from home or
on-the-go

Simplified Support

A singular vendor provides one point
of contact for billing, technical sup-
port, and administrative assistance
for a seamless experience

simplistic, signature-based detection.
Today's SMBs need to secure the
backbone of their organization—their
data, devices, and people— all with-
out breaking the bank.

Effective protection begins with
VIPRE Core Defense, a fully-featured
suite combining the foundational ele-
ments every security program should
start with, in one simplified solution.

Endpoint Security

Best-in-class endpoint protection—
powered by machine learning and
real-time  behavioral analysis—to
stop viruses and ransomware in their

tracks

Web Access Control
Content filtering restricts access to re-
source-wasting websites and inappro-
priate media with granular settings
for users and groups

VIPRE IN
NUMBERS

20+

years of malware protection
and cybersecurity

1M+

unique malware samples
processed daily

20M+

endpoints protected



KEY BUSINESS BENEFITS

v Slash device and employee
downtime due to ransomware
and phishing attacks on servers
and workstations

v Build a smarter, safer workforce
prepared to recognize online
threats and cyber attacks

v Shield sensitive data from
prying eyes while employees
work remotely

v Enforce acceptable-use policies to
reduce inefficiencies, complaints,
and legal liabilities

v Streamline security operations
with one touchpoint for technical
and billing administration

As your company grows, managing a multitude of endpoint security solutions can

become daunting—simplify your solution and provide truly effective protection

with VIPRE Core Defense.

“WE'VE SAVED A SIGNIFICANT AMOUNT OF TIME ON
MANAGEMENT TASKS AND POLICY CONFIGURATION.
AND VIPRE’S EASE OF USE ALLOWS OUR ENTIRE
TEAM TO BETTER UNDERSTAND, UTILIZE AND
SUPPORT THE PRODUCT.”

Ben Drummond
D2 Integrated Solutions
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ABOUT VIPRE

VIPRE is a leading provider of internet security solutions purpose-built to protect busi-
nesses, solution providers, and home users from costly and malicious cyber threats.
With over twenty years of industry expertise, VIPRE has one of the world's largest
threat intelligence clouds, delivering protection against today's most aggressive on-
line threats. Our award-winning portfolio includes comprehensive endpoint and email
security, along with threat intelligence for real-time malware analysis. VIPRE delivers
easy-to-use, comprehensive layered defense through cloud-based and server security,
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with mobile interfaces that enable instant threat response.

V’PRE FOR MORE INFORMATION visit www.VIPRE.com

call +1-855-885-5566 or send email to sales@VIPRE.com

[1] "2020 Market Guide for Email Security". Gartner. Published September 8 2020.
[2]1 "2019 Market Guide for Email Security". Gartner. Published June 6, 2019.
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SECURITY AWARENESS TRAINING

Train employees to be alert and aware of
online threats

Email simulations of the latest phishing
and business email compromise scams
Periodic testing to measure employee
knowledge

ENDPOINT SECURITY

Top-ranked  device  protection for
desktops, laptops, and servers

File, network, and application-level
protection with DNS filtering

Machine learning, real-time behavior-
al analysis, and a threat intelligence
network

BUSINESS VPN

Private endpoints for zero-trust access to
resources

Cloud-hosted business VPN and ZTNA
solution protects employees working
remotely or on-the-go

Easily manage and scale

Private endpoints for dedicated IP
addresses

WEB ACCESS CONTROL

Internet access controls block inappropri-
ate websites and guard bandwidth usage

Granular policy-based control

SIMPLIFIED SUPPORT

Seamless experience for account admin-
istrators across products

One point of contact required for billing
and technical assistance

Customer support available via Help Desk
ticketing, phone, and Knowledge Base
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