
VIPRE Endpoint+Email 360
Secure your technology vulnerabilities and 
empower your employees with our streamlined 
business security solution

CYBER ATTACKS ARE ON THE RISE, 
data breaches are at an all time high data breaches are at an all time high 
and business systems are more exposed and business systems are more exposed 
than ever  before. Whether you are a than ever  before. Whether you are a 
global enterprise with thousands of  global enterprise with thousands of  
employees or an SME with 25, you need to employees or an SME with 25, you need to 
act now to secure your business. act now to secure your business. 

Hacking groups now possess the tools  Hacking groups now possess the tools  
capable of penetrating industries capable of penetrating industries 
and organisations once thought to and organisations once thought to 
be impenetrable. To defend from this be impenetrable. To defend from this 
next generation of cyber-attacks, IT next generation of cyber-attacks, IT 

departments must solve modern security departments must solve modern security 
challenges with a modern, multi-layered challenges with a modern, multi-layered 
approach; using protection not only at approach; using protection not only at 
the perimeter, but also from within the the perimeter, but also from within the 
network and workforce.network and workforce.

That’s why VIPRE Security has put That’s why VIPRE Security has put 
together together VIPRE Endpoint+Email 360VIPRE Endpoint+Email 360, , 
a solution to protect an organisation’s a solution to protect an organisation’s 
technology and human vulnerabilities technology and human vulnerabilities 
combining cutting edge security with combining cutting edge security with 
world-class security awareness training.world-class security awareness training.

ENDPOINT+EMAIL 360 SERVICES:

Security Awareness Training
Education to enhance your employees’ 
security posture when faced with 
evolving cyberthreats, 85% of which 
result from phishing and business e-mail                   
compromise [1]

Email Cloud
Safeguards businesses against attacks 
perpetrated through email, the most com-
mon threat vector. Defends users against 
the newest, most sophisticated strains of 
malware, weaponised attachments, and 
phishing techniques that evade traditional 
detection

Web Access Control
Content filtering restricts access to re-
source-wasting websites and inappropri-
ate media with granular settings for users 
and groups

Endpoint Security
Best-in-class endpoint protection—pow-
ered by machine learning and real-time 
behavioural analysis—to stop viruses and 
ransomware in their tracks

Phishing Protection
Guard end-users from bad links by rewrit-
ing URLs, implementing ransomware fil-
ters, and adding customisable user alerts 

Attachment Sandboxing
Evaluate unknown attachments for poten-
tially malicious behaviour in a virtual en-
vironment that applies machine-learning 
models to real-time employee activity

Simplified Support
A singular vendor provides one point of 
contact for billing, technical support, and 
administrative assistance for a seamless 
experience

20+

VIPRE IN 
NUMBERS

1M+

20M+

years of malware protection 
and cybersecurity

unique malware samples 
processed daily

endpoints protected

10M+

inboxes secured



SECURITY AWARENESS TRAINING
• Train employees to be alert and aware of on-

line threats
• Email simulations of the latest phishing and

Business Email Compromise (BEC) scams
• Periodic testing to measure employee            

knowledge

ENDPOINT SECURITY
• Top-ranked device protection for desktops,

laptops, and servers
• File, network, and application level protection

with DNS filtering
• Machine learning, real-time behavioural

analysis, and a threat intelligence network

WEB ACCESS CONTROL
• Internet access controls block inappropriate

websites and guard bandwidth usage
• Granular policy-based control

EMAIL CLOUD
• Protection from known and emerging email-

based threats including phishing, ransom-
ware, and BEC

• Defends against viruses, malware, spam,
bulk mail, phishing, and spoofing with six lay-
ers of scanning

ATTACHMENT SANDBOXING
• Catch any malicious activity or download

components in a dynamic virtual environment
• Machine learning model based on behaviour

of millions of observed malware samples

PHISHING PROTECTION
• Post-delivery weaponised link protection
• Automatically rewrite URLs to verify their        

authenticity and safety upon user click

SIMPLIFIED SUPPORT 
• Seamless experience for account administra-

tors across products
• One point of contact required for billing and

technical assistance
• Customer support available via Help Desk

ticketing, phone, and Knowledge Base

KEY BUSINESS BENEFITS

✔ Build a smarter, safer workforce
prepared to recognise online threats
and cyber attacks

✔ Slash device and employee down-
time due to ransomware, viruses and
attacks on servers and      worksta-
tions

 ✔ Reduce business-threatening recess 
due to malware, phishing, and spam 
attacks via email 

✔ Isolate malicious activity and unap-
proved downloads before they can
affect your organisation

✔ Enforce acceptable-use policies to
reduce inefficiencies, complaints,
and legal liabilities

✔ Block the leading cause of ran-
somware delivery by automatically
scanning email links

✔ Streamline security operations -
multiple services through one vendor
with one support team and one
billing contact

Managing a variety of security solutions from different vendors can become
daunting—simplify your security management and provide truly effective, layered 
protection with VIPRE Endpoint+Email 360.

“ANYONE FAMILIAR WITH THAT TYPE OF VIRUS 

UNDERSTANDS THE POTENTIAL DAMAGE IT CAN 

CAUSE TO AN ORGANIZATION. WHEN OUR EMPLOYEE 

DOUBLE-CLICKED ON THE CRYPTOLOCKER FILE, 

VIPRE VAPORIZED IT INSTANTLY.”

Matt Bauer
McKernan Packaging Clearing House

ABOUT VIPRE
VIPRE is a leading provider of internet security solutions purpose-built to protect 
businesses, solution providers, and home users from costly and malicious cyber 
threats. With over twenty years of industry expertise, VIPRE has one of the world’s 
largest threat intelligence clouds, delivering protection against today’s most aggres-
sive online threats. Our award-winning portfolio includes comprehensive endpoint 
and email security, along with threat intelligence for real-time malware analysis and 
DLP solutions which protect businesses from small mistakes with big consequences.  
VIPRE delivers easy-to-use, comprehensive layered defence through cloud-based 
and server security, with mobile interfaces that enable instant threat response. 
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FOR MORE INFORMATION:
call +49 (0) 30 22957782  or send an email to dach.sales@VIPRE.com

[1] “2020 Data Breach Investigations Report (DBIR)”. Verizon. Published May 19, 2020.
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